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Abstract: A Mobile Ad hoc Network (MANET) is a decentralized
infrastructure-less network where wireless nodes move arbitrarily.
Every node has limited energy that is provided by battery. Some
operations like taking part in finding rout, forwarding packets and
receiving packets consume energy. So there are some nodes that are
not willing to cooperate and want to save their energy called selfish.
These nodes affect network performance and security. Recently
security is one of the major challenges in network. So in this paper
for detecting selfish nodes we proposed a new routing protocol.
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1. Introduction

Mobile ad hoc network called MANET consists of mobile
nodes that are capable of communicating with each other
without centralized control [1]. The node communicates
directly with nodes in its transmission range. Mobile nodes
that are within each other’s radio range communicate
directly via wireless links, while those that are far apart rely
on other nodes to relay messages as routers [2]. In MANET
every node has limited energy with battery. Some nodes try
to detach from network, because they want to refrain from
cooperating in order to reserve their energy. These nodes can
be classified into two groups: malicious nodes and selfish
nodes. Malicious nodes can modify received packets or drop
them. These nodes can cause denial of service (DOS)
attacks. Selfish nodes have some traits like:

- They do not take part in routing process

- They do not send hello messages or delay the process

- They drop data packets [3].

In section 2, we explain routing protocol specially AODV
and also different types of attack have been reviewed. In
section 3, we review the related works. Section 4 is about
proposed protocol and section 5 expresses simulation and
results evaluation. In section 6 we present conclusion and
finally section 7 is about future work.

2. Background

In MANET routing protocol can be classified into three
groups [4]:
e  Proactive routing protocol
e Reactive routing protocol
e Hybrid routing protocol
In proactive routing protocol each node maintains routing
information to every other node in the network. The routing

information is usually kept in a number of different tables.
These tables are periodically updated.

Reactive (on-demand) routing protocol was designed to
reduce the overhead in proactive routing protocol by
maintaining information for active routes only. This means
that routes are determined and maintained for nodes that
require sending data to a particular destination.

Hybrid protocols are both reactive and proactive. These
protocols are designed to increase Scalability and reduce the
route discovery overheads.

2.1 AODV: Ad-hoc On-demand Distance Vector

It is one of the most popular MANET routing protocols [5]
named as re-active or on-demand protocols. Upon arrival of
data if no route exists, source broad cast a route request to
the destination. Each intermediate node hop automatically
builds a reverse route to the source and also rebroadcast the
route request .The destination replies to the first route
request and sends a route reply in the direction it was
received. AODV finds the shortest path between the source
and the destination. AODV cannot detect selfish nodes, so in
this paper we improve this protocol for detecting these
nodes.

2.2 Security in MANET
Security in MANETS is an essential requirement. Compared
to wire networking, MANETs are more vulnerable to
security attacks due to the lack of a trusted centralized
authority, lack of trust relationships between mobile nodes,
dynamic network topology, low bandwidth, and battery and
memory constraints of mobile devices. They are also very
easily eavesdropped because of shared wireless medium [6].

Attacks in MANETs can be divided in to two groups:
active attacks and passive attacks. Passive attacks do not
disrupt the network operations but active attacks alter the
data transmitted within the network and prevent message
flow between the nodes. Active attacks can be external or
internal. Figure 1 shows classification of attacks in MANETS
[7].

In this paper we focused on non-participation attacks and
proposed new protocol for detecting them.

3. Relative work

Paul et al. [8] produced a new text inference mechanism
based on informing other nodes about mishehaving nodes in
routing protocol.
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Figure 1. Classification of attacks in MANETS

Buchegger and Le Boudec [9] proposed CONFIDANT, an
extension to the source routing protocol. CONFIDANT uses
monitoring system for observation that includes a reputation
system, trust manager and path manager. This protocol can
detect and isolate anomaly nodes in the network. Watchdog
mechanism is one of the basic security mechanisms that it
was introduced in 2003. It is able to detect both malicious
attacks and selfish behaviors. In this technique the
misbehaving node is detected by listening on next hop
transmissions. When a node sends a packet, watchdog
checks whether the next node in route sends packet or not. If
that node refrains to send packet, it is recognized as
misbehaving node [10].

Hasswa et al. [11] introduced a simple method to detect
misbehaving nodes. They classified nodes into fresh,
member, unstable, suspect and malicious based on
comparison between recent and previous nodes actions.

Abdalla et al. [12] concentrated on Optimized Link State
Routing protocol (OLSR). Their proposed mechanism for
detecting and removing misbehaving nodes was based on
end-to-end communication between source and destination.
One group of nodes cooperate with each other to determine
these nodes. By creating a list of attackers and broadcasting
this to all nodes, nodes can determine and remove
misbehaving nodes from routing process.

Vijayan et al. [13] proposed energy-based trust solution
for detecting selfish nodes that in this paper we named it
EBTS (Energy Based Trust Solution). They used fuzzy logic
in evaluating trust for mishehavior detection of selfish nodes
in MANET. In their proposed scheme there are four steps as
supervisor, aggregator, trust calculator and disseminator.
They used the solution to calculate the trust for every node in
MANET and to identify the selfish nodes taking energy
utilization factor as a main factor in calculating trust.

lacit et al. [14] presented multi hop acknowledgment
scheme named N-Ack that was an extension of 2-Ack for
detecting selfish nodes.

Hussain et al. [15] introduced new protocol for detecting
selfish nodes called Selfish Node Detection Protocol
(SNDP). They used clustering method in their proposed
protocol. Three main stages exist in their protocol:

e monitoring nodes and collecting data
e detecting selfish node
e  response

4. Fuzzy Selfish Detection Ad hoc on-demand
Distance Vector routing protocol
(FSDAODV)

In this paper we introduce a new routing protocol for
detecting selfish nodes that is an improvement of AODV
routing protocol. The following flowchart has been

proposed:
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In the proposed protocol every node acts as a judge node
and calculates energy-level and alpha for all of its neighbors
and then makes judgment about them. Energy value is
carried in the hello packet header. N is the number of the
judge node’s neighbor. Some main parameters have been
explained as follows.

Figure 2. Flowchart of proposed protocol

Real energy

We determined four parameters for energy according to [16]:
The initial Energy (initenery)

The transmission power (txpower)

Reception power (rxower)

o Remainder energy (Renergy)=initenergy

For a node initial energy will be reduced if it transmits or
receives packets. Energy consumed during the transmission
process (txenergy) and reception process (rxenergy) for one
packet is calculated based on the following formula:

For sending packet:

txenergy = txpower (packetsize/bandmdth) Q)
Renergy = Renergy -txenergy 2
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For receiving packet:

rxenergy = rxpower X (packetsize /ban dwidth) 3

Renergy = Renergy — rxenergy 4)

Alpha

We define alpha for every node by calculating node’s direct
neighbors as bellow:

alpha = (outC + outD)/(inpC + inpD) (5)

InpC, inpD, outC, outD are the number of input control
packet, number of input data packet, number of output
control packet and number of output data packet,
respectively. If alpha is 1 a node behaves in a good way but
if it is less than 1 it shows that the node does not send all
receiving packets and maybe it is selfish.

Expected energy(E-expect)

After an interval time (T) every node calculates the expected
energy for each of its direct neighbor as bellow:

n = (inpC + inpD) (6)
E, = rxenergy X (n) @)
E, = txenergy X (n) (8)

E — expect = initenergy — (E; +E,) 9)

According to equations 2,4,7,8 and 9 energy is depleted by
linear model.

Energy-level

So proportion of remainder energy on expected energy is
defined as energy-level for every node.

Energy — level = €"™¢"9Y /E
Fuzzy logic

— expect (10)

Fuzzy set is a generalization of conventional set theory that
was introduced by Zadeh in 1965 as a mathematical way to
represent vagueness in everyday life [17]. Fuzzy Logic deals
with the analysis of information by using fuzzy sets, each of
which may represent a linguistic term like “Warm”, “High”
etc. Fuzzy sets are described by a range of real values over
which the set is mapped, called domain, and the membership
function. A membership function assigns a truth value
between 0 and 1 to each point in the fuzzy set domain. A
Fuzzy system basically consists of three parts: fuzzifier,
inference engine, and defuzzifier. The fuzzifier maps each
crisp input value to the corresponding fuzzy sets and thus
assigns it a truth value or degree of membership for each
fuzzy set while the defuzzifier extracts a crisp value from a
fuzzy set as a representation value [18].

Fuzzification of alpha and energy-level
So we define membership function for alpha and energy-
level as bellow [19, 20]:

A
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Figure 3. Membership function for energy-level

04 035 06 065 0,92 > alpha
Figure 4. Membership function for alpha

Figure 5 shows membership function for four linguistic
values : Very Low (0,0,0.3,0.4), Low (0.3,0.45,0.45,0.6),
Medium (0.47,0.63,0.63,0.8) and High (0.7,0.8,1,1).
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Figure 5. Membership function for four linguistic values
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In the proposed protocol (FSDAODV) we define trust value
(TV) for every node that depends on two parameters: energy-
level and alpha. Energy-level has a reverse relation with trust
value while alpha has a direct relation. Now suppose that
energy-level and alpha are fuzzy inputs as bellow:
e—1=(ee5e€3¢€,) a = (ay,az a3,a,)

We obtain reverse of energy-level according to [19]:

e — l = (1 — €4, 1-— es, 1- ey, 1- el) = (El' Ez,E3, E4) (11)

Finally TV is calculated [20, 21]:

tv = (tl' tz, t3, t4) (12)
t; = min(ay, E;) (13)

r, = 202 (14)

t3 — Z(a;E?i) (15)

t, = max(ay, E4) (16)

We defined four fuzzy rules:
1-If (energy-level is very low) and (alpha is very low) then
(trust value is very low)
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2- If (energy-level is low) and (alpha is low) then (trust value
is very low)

3- If (energy-level is medium) and (alpha is medium) then
(trust value is very low)

4- If (energy-level is high) and (alpha is high) then (trust
value is very low)

Defuzzification of alpha and energy-level

In this stage we use average method for defuzzification of
trust value:

TUB — (tl + tz + t3 + t4_)/4 (17)

This TV is an opinion of node A about B, but A asks other
direct neighbors’ opinion (o;) about B and finally calculates
trust value [22]:

Tvgy = w; X Tvg + wy X Tvgy; (18)

Tvpo: = (Tvol/ sum) + (TUOZ/ sum) + (Tvon/ sum) (19)

sum = Tvg, + Tvg, + -+ Tvg, (20)

Tvg,: Final trust value that B calculates for A
Tvg: Trust value that is just B’s opinion

Tvge;: Trust value of B that is opinion of other direct
neighbors (0;)

wy, w, are weighted for Tvy and Tvg,; that are 0.8 and
0.2.

In the protocol we define a threshold for trust value that
equals to 0.6. If Tvg, is less than the threshold, it is selfish,
otherwise it behaves in a good way.

5. Simulation and results evaluation

We used MATLAB simulator and then compared our work
with AODV routing protocol, EBTS and SNDP. In our
simulation, nodes move according to Random WayPoint
(RWP) mobility model. For simulation, we have fixed some
parameters according to table 1 and table 2.

For comparing FSDAODV with AODV, SNDP and EBTS
we used some criterions that are defined as bellow [15, 23,
24]:

e Packet delivery ratio (PDR): This is the
percentage of the total number of packets received
by the intended receivers to the total number of
packets originated by all nodes.

e Throughput (Th): It is the number of packets/bytes
received by source per unit time.

o Packet dropped ratio: This is the percentage of the
total number of packets dropped to the total number
of packets originated by all nodes.

o Effect on Network Performance (ENP): PDR and
Th are two significant parameters for analyzing the
effect of selfish nodes on network efficiency, so
according to [15]:

ENP = a, X ATh + a, x APDR (21)

a,, a, are 0.6 and 0.4 respectively.

Table 1. Parameters for calculating trust value

Parameter Value

Initial energy 2017

Bandwith 1.375*10"6 bit/s
Txpower 280 w

Rxpower 180 w

w1 0.8

W2 0.2

Threshold 0.6

Table 2. Parameters for simulation

Parameter Value
Area size 200*200
Node speed 2mls
Packet size 512 byte
Number of nodes 30
Number of selfish nodes 0-15

ATh Shows the percentage of change in throughput value
while APDR Shows the percentage of change in packet
delivery ratio.

Figure 6 shows PDR in the presence of different selfish
nodes. It shows that FSDAODV operates better than others
when number of selfish nodes is more than 10.

In figure 7 we have packets dropped as a function of
selfish nodes. It represents that when the number of selfish
node is more than 10, FSDAODYV has less packets dropped
in comparing to others.

Figure 8 shows percentage of throughput for various
numbers of selfish nodes. It can be observed that when the
number of selfish nodes increases, throughput will decrease
while after 13 selfish nodes, FSDAODV throughput is better.

Figure 9 is about the effect on network performance.
When number of selfish nodes increases the negative effect
on network performance will increase too. So if ENP for
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protocol is less, it acts better. In comparison with AODV and
SNDRP it is obvious that FSDAODV is better.

30 nodes in MANET

|-=—FspaoDv
EBTS
~—AODV

packet delivery rate

o

) number of selfish nodes )

Figure 6. PDR as a function of number of selfish nodes

30 nodes in MANET

Packe}Ad rop

5 10
number of seffish nodes

Figure 7. Packet dropped as a function of number of selfish
nodes.
30 nodes in MANET
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Figure 8. Throughput as a function of number of selfish
nodes
Figure 10 represents consumption energy in FSDAODV
protocol with deferent number of selfish nodes. It shows that
when number of selfish nodes increases, consumption energy
will decrease.

6. Conclusion

Due to dynamic infrastructure of MANETS and having no
centralized administration makes such network more
vulnerable to many attacks. In MANET each node has
limited energy, so some nodes do nott send packets. In this

11

paper we proposed new routing protocol (FSDAODV) for
detecting selfish nodes in MANETS. Energy and number of
input and output packets were two most important
parameters in our protocol. We used fuzzy logic in our
protocol and also we compared FSDAODV with AODV,
SNDP and EBTS.

30 nodes in MANET

—=—FSDAODV
£8TS

||—+—noov

“Il—snop

effect on network performance (%)

0

" number of seffish nodes

Figure 9. Effect on network performance as a function of
number of selfish nodes

FSDAODV
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20 T
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M 15 selfish node

30 40 50 60

Number of nodes

Figure 10. Energy as a function of different number of nodes
with various selfish nodes

7. Future work

In this paper we just detected selfish nodes. In future we are
aiming to remove selfish nodes from network. Also in fuzzy
stage, we can use PSO algorithm for improving membership
functions that it gives better result.
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