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Abstract: Remote patient monitoring (RPM) facilitated by the In-
ternet of Things (IoT) has emerged as a promising approach for ef-
ficient and personalised healthcare delivery. Communication tech-
nology enables real-time data transmission, ensures reliability and
safeguards patients’ privacy in RPM system. This paper analyses
the various communication technologies used in the IoT. Under-
standing RPM system-specific requirements, conducting in-depth
analysis and emphasising on optimal application scenarios are the
primary objectives of this paper. The research methods involve a
comprehensive review of the requirements in IoT communication
technology by evaluating the IoT communication technology for
RPM, using a comprehensive approach as well as focusing on scal-
ability, reliability, data rate, latency, energy efficiency, security and
range. The researchers identified its unique strengths and limitations
by analysing diverse functionalities of technology. There are also
insights of the specific requirements for RPM and its ideal applica-
tions. The analysis done reveals that the choice of communication
technology underlines the need for a multidimensional understand-
ing of scalability, reliability, data rate, latency, energy efficiency,
security and range in its deployment. In short, this paper empha-
sises on the importance of a tailored approach that can enrich the
existing body of knowledge in RPM system in demonstrating the
nuanced utilisation of the technology, thus illuminating the pathway
to effective implementation of RPM system. This paper also guides
the design and selection of IoT communication technology for a bet-
ter, efficient, reliable and secure RPM, thus promoting personalised
healthcare delivery.
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1. Introduction

The Internet of Things (IoT) has transformed the modern
healthcare landscape, bridging the gap between patients and
healthcare providers and enabling remote monitoring; an
ability once considered impossible [1]. IoT-based healthcare
is lauded for its capacity to increase access to preventative
public health services and transform healthcare system to be
more proactive, smooth and coordinated [2]. An IoT device’s
communication technology determines its reach, data trans-
fer rate, energy consumption and effectiveness in healthcare
[3]. [4] expanded on this by suggesting [oT is the future
of healthcare, in which healthcare professionals will connect
and monitor every medical device via the internet. Accord-

ing to Market Data Centre, adopting automation, technology
and self-service solutions is predicted to result in an esti-
mated yearly savings of between $24 billion and $48 billion
in administrative costs. In another development, the Global
Remote Monitoring System Market is anticipated to grow at
CAGR of 20%; an increase from $965 million in 2022 to an
estimated of $5.1 billion by 2030.

IoT communication technology has significantly improved
healthcare outcomes by facilitating efficient data collection
and exchange. For example, Wi-Fi and Bluetooth are crucial
in facilitating this data transmission. They enable the inter-
connection of various medical devices, sensors and health-
care professionals [5, 6]. Moreover, the offer is depend-
able upon the connectivity and support data transmission over
short-range to medium-range distances, making it suitable
for home applications and hospital settings. LoRaWAN, on
the other hand, provides a long-range coverage and minimal
power consumption, making it ideal for rural and remote ar-
eas with limited infrastructure. The selection of communi-
cation technology is contingent upon particular cases, envi-
ronmental factors, power constraints and scalability require-
ments [3]. This paper evaluates the specific requirements for
IoT communication which include scalability, reliability, data
rate, latency, energy efficiency, security and the range for
RPM to meet these requirements in constantly evolving in-
dustries. By investigating the strengths and limitations of this
technology, this paper provides valuable insights to guide the
selection of appropriate communication solutions. The anal-
ysis considers various emergent technologies and assesses
their capabilities to meet the demanding needs of RPM. The
findings of this research are crucial for navigating the com-
plexities of selecting the most suitable technology, ensuring
secure and reliable data transmission, optimising energy con-
sumption and ensuring compatibility with the existing sys-
tems.

RPM system is becoming increasingly essential to meet
the increasing global demand for personalised and remote
healthcare. In this case, incorporating IoT technology into
the system can improve its efficacy and efficiency. In this
sense, various IoT communication technologies provide a
challenging environment for the healthcare providers and
technologists. This paper contributes deeper and vital in-
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sights to the existing body of knowledge by analysing the
technology’s strengths, weaknesses and optimal applications.
These insights can guide the development of RPM solutions
that are more effective, efficient and tailored to the require-
ments of patients and healthcare providers.

2. Literature Review

2.1 IoT Communication Technology

IoT communication technology transmits real-time medical
data from medical devices, such as wearable devices, to
healthcare providers. The collected data is then analysed to
make informed decisions about the patient’s health and treat-
ment [7]. Figure 1 illustrates that [oT communication tech-
nology can use various communication technologies which
are categorised into long-range and short-range [8].
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Figure 1. IoT Communication Technologies [5]

2.1.1 Long-Range IoT Communication Technology

Long-range IoT communication technologies enable devices
to communicate over long distances, thus providing seam-
less connectivity across broad geographic areas. These are
vital in connecting IoT devices located far away from each
other, such as telematics units in vehicles, remote monitoring
devices and mobile health devices. Long-range IoT commu-
nication technologies include the following:

Cellular Network

Cellular network is one of the most widely used long-range
IoT communication technologies. It provides a high-speed
and reliable means of connectivity for many IoT devices. It is
based on the cellular network infrastructure commonly used
for mobile phones and provides widespread coverage across
the globe [9]. The technology used in cellular network is
based on a standard known as long-term evolution (LTE) that
provides high-speed data transfer and low latency [1].

In recent years, deploying 4G and 5G cellular networks
has driven the growth of IoT communication, thus provid-
ing improved speed, reliability and lower latency compared
to previous generations of cellular networks [10]. The in-
creased speed and improved reliability of 5G networks are
expected to drive the growth of remote patient monitoring,
as it enables the connection of more devices as well as the
collection and analysis of more data. This leads to better and
more personalised care for patients [11].

LoRaWAN

Long range wide area network (LoRaWAN) is a proto-
col for long-range, low-power wireless communication. It
is based on the physical layer technology called LoRa which
uses a wideband radio frequency to provide long-range con-
nectivity for IoT devices [12]. LoRaWAN is an open pro-
tocol managed by the LoRa Alliance. LoRaWAN’s ability
to provide long-range connectivity with low power consump-
tion is one of its most important characteristics, making it
well-suited for IoT applications that require extended battery
life. It can cover up to 15km in rural areas and 2-5km in
urban areas. Its low power consumption enables devices to
operate for years on a single battery [13]. LoORaWAN is also
highly scalable, which makes it suitable for large-scale IoT
deployment. The network is organised into gateways that re-
ceive data from IoT devices and forward the data to a cen-
tral network server which then forward the data to the in-
tended recipient. The gateways manage the communication
between the devices and the network server; both can be de-
ployed flexibly and affordably. Next, LoRaWAN’s strong se-
curity feature is an additional benefit, in which the networks
encrypt data transmitted between devices and gateways with
AES-128 and uses a unique device ID and network key to
ensure only authorised devices can access [14].

LoRaWAN’s main strengths are the abilities to provide in-
expensive end devices and to deploy private networks. This
eliminates the need for subscriptions and reduces operational
expenses for dense IoT application deployment. Further-
more, it has wide coverage with a single gateway and low-
power end node operation [13].

NB-IoT (Narrowband IoT)

NB-IoT is a LPWAN communication technology designed
for IoT [15]. NB-IoT is a radio communication standard
that operates in licensed frequency bands and provides a low-
bandwidth, low-power solution for IoT devices that commu-
nicate over long distances. NB-IoT uses a narrow frequency
band to transmit data, which makes it more spectrally effi-
cient and less prone to interference than other IoT communi-
cation technologies [16].

NB-IoT was developed to meet the specific needs of IoT
devices, such as minimal power consumption, which is es-
sential for IoT devices deployed in remote areas or in areas
where power is not readily available. Its low-cost feature
makes it a cost-effective solution for IoT deployment. It does
not require expensive infrastructure, can be deployed in ex-
isting cellular networks and can support a large number of
connected devices [17]. NB-IoT also provides robust secu-
rity features to safeguard the data transmitted between IoT
devices and network. The technology employs encryption al-
gorithms and authentication mechanisms to ensure that only
authorised devices can access the network and that all trans-
mitted data is secured [18].

Sigfox

Sigfox is an LPWAN technology that provides low-
bandwidth, low-power communication solution that enables
IoT devices to operate for extended period without requir-
ing frequent battery replacement or recharging [19]. It op-
erates on unlicensed frequency bands and uses a proprietary



Khalad Agali et al.

protocol to transmit data between devices over long distance.
Sigfox is designed for IoT applications that require low-cost,
low-power solution for sending a small amount of data over
long distances, such as asset tracking and remote monitoring
[20].

Additionally, the signal generated by SigFox tech can eas-
ily encompass a large area and locate objects buried under-
ground. The SigFox communication system was designed to
connect enormous stretches of land, on the order of tens of
kilometres in rural areas and a few kilometres in urban ar-
eas [21]. The data transfer rate is modest, supporting 4, 8
or 12 bytes at a maximum data rate of approximately 100bps
[22]. Typically deployed in collaboration with mobile op-
erators, the network is implemented with SDR (Software-
Defined Radio). In Europe, the SigFox infrastructure is still
being constructed, while the largest mobile network opera-
tors are negotiating new contracts to attain a larger coverage
area than is currently feasible [21].

Sigfox also provides a secured and reliable connection be-
tween devices using encryption and authentication mecha-
nisms such as AES 128, SSL and TLS to protect the data
transmitted over the network [23]. Sigfox is a secured solu-
tion for IoT applications requiring personal health data trans-
mission. However, some challenges are associated with using
Sigfox for IoT applications. One of the key challenges is its
limited bandwidth which restricts the amount of data trans-
mitted over the network [20]. This is considered as disadvan-
tage for IoT applications that require real-time data transfer
or large amount of data, such as video streaming and real-
time monitoring.

2.1.2 Short-Range IoT Communication Technology

Short-Range IoT Communication Technology refers to wire-
less communication technologies that connect devices over
short distances, typically within a few hundred meters. These
technologies are intended to enable a wide variety of [oT ap-
plications, such as smart homes, industrial automation, and
wearable devices. A number of the most prevalent [oT short-
range communication technologies include:

Bluetooth

Bluetooth is a highly advanced technology that has found
its way into various intelligent devices for short-range or per-
sonal area network (PAN) data transmission and reception. It
operates within the 2.400-2.485GHz frequency band. Blue-
tooth networks employ a star topology [24]. Bluetooth per-
forms on the unlicensed 2.4GHz frequency band and em-
ploys Bluetooth low energy (BLE) to provide IoT devices
with low-power, short-range connectivity. BLE was designed
specifically to satisfy the needs of IoT devices and offers a
cost-effective and power-efficient solution for IoT applica-
tions. Bluetooth 5.2 is the most recent iteration of Bluetooth
technology and provides IoT devices with increased range,
higher data rate and enhanced power efficiency [10]. BLE
uses encryption and authentication mechanisms to secure de-
vice connection and prevent unauthorised data access. In ad-
dition, Bluetooth supports multiple profiles which define the
data that can be exchanged between devices and the types of
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applications that can be run over the connection.

Zigbee

Zigbee is a low-power, short-range wireless communica-
tion technology commonly used in IoT applications. Zig-
bee operates in the unlicensed 2.4GHz frequency band and
utilises a mesh network architecture, enabling IoT devices to
communicate and route data to their destination [25]. This
makes Zigbee a highly scalable and reliable solution for IoT
applications, as the mesh network can be extended to cover
larger areas and provide redundant paths for data transmis-
sion [26]. Zigbee supports a range of power-saving modes
which allow devices to conserve energy when not in use. In
addition, Zigbee offers various security features, such as en-
cryption and authentication, to safeguard the data transmit-
ted between devices and prevent unauthorised access [5, 27].
Zigbee also supports a wide range of application profiles
which define the types of data that can be exchanged between
devices and the applications that run over the connection.
This makes Zigbee a highly flexible solution for IoT appli-
cations as it can be used for many devices and applications
[91.

Wi-Fi

Wi-Fi is a wireless communication technology that en-
ables connectivity and communication between devices over
short distance. Wi-Fi operates with multiple protocols, in-
cluding 802.11a, 802.11b, 802.11g, 802.11n, 802.11ac and
802.11ax—also known as Wi-Fi 6. Each bar provides a
unique set of features and capabilities, such as increased
speed, enhanced security and enhanced power efficiency. Wi-
Fi operates on multiple frequency bands, including 2.4GHz
and 5GHz, and supports various data rates which can affect
network performance and dependability [9]. Wi-Fi is one of
the most widely used wireless communication technologies.
It provides high-speed connectivity for many devices, includ-
ing IoT devices, smartphones and laptops.

Wi-Fi is ideal for IoT applications requiring real-time data
transfer, such as intelligent home systems, smart cameras,
and wearable technology [28]. One of the critical benefits of
Wi-Fi for IoT applications is its high speed and bandwidth,
allowing for quickly transmitting large amounts of data. In
addition, Wi-Fi provides robust security features to protect
the data transmitted between IoT devices [29]. However,
some challenges are associated with using Wi-Fi for IoT ap-
plications. First is power consumption, which is higher than
other short-range wireless communication technologies, such
as Zigbee and Bluetooth [30]. This is considered as a disad-
vantage of IoT devices powered by batteries as they require
frequent charging or replacement. Another challenge of Wi-
Fi for IoT applications is its limited range compared to other
wireless communication technologies such as LPWANSs [13].

Radio Frequency Identification (RFID)

RFID uses radio waves to transmit a small amount of data
from an RFID tag to readers within short distance [5]. RFID
is a wireless technology for identifying and tracking objects
using radio waves. RFID technology uniquely identifies de-
vices and assets in IoT-enabled remote monitoring systems,
thus enabling real-time tracking and monitoring of their loca-
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tion and status. RFID technology, which is primarily used for
automatically identifying objects and people, has garnered
considerable attention due to its extensive application in var-
ious industries, including toll payment, healthcare, agricul-
ture, libraries, national security and proximity cards. The
primary components of this technology are RFID tags, which
come in two kinds, namely active reader tags and passive
reader tags. Passive tags, powered by batteries, employ high
radio frequencies, whereas passive tags, which do not pos-
sess their own power sources, use a narrower range of fre-
quencies. In both situations, the crucial role of RFID in IoT
applications is evident, and the typical structure of the RFID
network is based on a peer-to-peer topology [31].

Z-Wave

Z-Wave is a wireless communication technology that pro-
vides a secured and reliable connection between IoT devices.
It operates in the unlicensed 908.42MHz frequency band and
uses low-power, low-bandwidth communication protocol to
support data transmission between devices[5]. Z-Wave is de-
signed for smart homes and other IoT applications which re-
quires low power consumption and low-bandwidth connec-
tion. Z-Wave also provides a secured connection between
devices using encryption and authentication mechanisms to
protect the data transmitted over the network [8]. In addi-
tion, Z-Wave supports mesh networking that allows devices
to route data to each other to reach their destinations. This en-
ables Z-Wave devices to communicate with each other even if
they are out of range of the central hub or controller. This fea-
ture makes Z-Wave a highly scalable solution for IoT appli-
cations, as new devices can be easily added to the network[5].

Z-Wave is also an interoperable technology, meaning that
devices from different manufacturers can work together on
the same network. This makes it easy for consumers to mix
and match devices from different brands to create a cus-
tomised, innovative system. However, some challenges are
associated with using Z-Wave for [oT applications. One of
the key challenges is its limited bandwidth that confines the
amount of data transmitted over the network. This is per-
ceived as a drawback of IoT applications; requiring real-time
data transfer, such as video streaming and monitoring [8].

Near Field Communication (NFC)

NFC is a short-range wireless communication technology
that facilitates the exchange of data over a short distance be-
tween two devices. It operates at the frequency of 13.56MHz
and communicates between devices via magnetic field induc-
tion [1]. NFC is commonly used for contactless payment sys-
tem, device pairing and data exchange between smartphones,
tablets and other IoT devices [5]. The advantage of NFC is its
ease of use that makes NFC an ideal solution for IoT applica-
tions that require fast and easy device setup, such as wearable
devices [32]. NFC is a low-power technology, thus making it
an energy-efficient solution for battery-powered IoT devices.
This enables NFC-enabled devices to operate for extended
period without frequent charging or battery replacement [8].
However, using NFC for IoT applications has its own limita-
tions, for example its short range limits the distance between
devices that can be used for data exchange. In this situation,

a more extended range is required, such as monitoring and
control system [3]. Figure 2 shows the IoT communication
technologies classified by data rate and coverage range.
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Figure 2. [oT communication technologies are classified by data
rate and coverage range

Next, Table 1 compares various IoT communication tech-
nologies, which include their network topology, data rate,
network, frequency band, standard, coverage range and
power consumption.

Cellular networks (GSM, CDMA, 3G, LTE (4G) and 5G)
provide high data rate of up to 600Mbps for 4G over a large
coverage area of up to Skm. However, they have high power
of consumption which limit their use in environments with
limited power. LoRaWAN and NB-IoT provide lower data
rates over large coverage areas while consuming short and
low power. These are ideal for IoT applications that require
long-range communication but do not require transmitting
significant amounts of data. Sigfox offers meagre data rate
but at an impressive range, making it suitable for data-light
applications that require long-range communication. Blue-
tooth, RFID, Zigbee, Z-Wave and NFC are designed for
short-range (from a few centimetres to a few hundred metres)
communication with low power consumption. Typical ap-
plications include device-to-device communication, intelli-
gent dwellings and assets tracking. Wi-Fi provides high data
rate of up to 105Mbps over a comparatively short range (10-
100m) and is commonly used in homes, offices and public
hotspots for internet access. However, its energy consump-
tion is significant.

2.2 IoT-Based Remote Patient Monitoring

Remote patient monitoring (RPM) has revolutionised the
healthcare industry by enabling the monitoring and evalua-
tion of real-time patient data, regardless of the geographi-
cal distance between patients and healthcare providers [33].
According to [34], [oT-RMS enables healthcare providers to
monitor their patients’ health and status while being away
from the hospitals or clinics. [35] stated that IoT-RPM im-
proves patient care through the utilisation of digitally trans-
mitted health-related data. This shared information allows
for early detection and treatment of disease symptoms, pa-
tient education and patient-physician relationship improve-
ment. This digital transformation fosters improved patient-
physician relationships, enables early detection of disease de-
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Table 1. A table with an example caption goes here
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Parameter Network Data Rate Network Frequency Standard Cover Power
Topology band range consumption
Cellular NA 21 Mbps (3G+), 600 WNAN Cellular band GSM, Skm High
Network Mbps (4G) CDMA, 3G,
LTE (4G), 5G
LoRaWAN  Star-Of-star 0.3-50 Kbps LPWAN Various, sub- LoRa-Alliance 1-10 Km in rural, Very Low
gigahertz 1-5 Km in urban
NB-IoT Star 200 Kbps LPWAN Various, Uses sub-6 GHz 3GPP 10 Km in rural, 1 Low
spectrum] Km in urban
Sigfox Star, Mesh, and 1 Mbps LPWAN 868 or 902 Sigfox 30-50 Km in rural, Low
3-10 Km in urban
Bluetooth Star, Mesh, and 1 Mbps WPAN 2.4 Ghz IEEE 802.15.4  15-30M Low
P2P
RFID P2P 4 Mbps 902-928 MHz RFID 1.5m Low
Zigbee Star, Mesh cluster 250 Kbps WPAN 868/915 MHz- IEEE 802.15.4  10-300 m Very Low
network 2.4 GHz
Wi-Fi 11-105 Mbps 2.4 GHz, Wi-Fi Alliance
5.8 GHz
Z-Wave Mesh 40 Kbps WPAN 868.42 MHz Z-wave 30 Indoor, 100 Very Low
outdoor
NFG P2P 424 Kbps P2P network 860 MHz ISO/IEC 14443  Up To 10 cm Low

ISO/IEC 18092

compensation and expedites the intervention required, thus
significantly enhancing patient care [36].

However, robust and dependable connectivity is necessary
for RPM’s successful implementation and operation. Con-
nectivity is the foundation of RPM system that allows for the
seamless transmission of patients’ health information from
electronic devices to healthcare providers. Without depend-
able connectivity, RPM system becomes ineffective and im-
pedes the transmission and analysis of patients’ health data
in real-time [35].

2.2.1 IoT-Based RPM Communication Requirements

The evaluation of IoT communication technology considers
several factors. While the internet is the primary connectiv-
ity medium, RPM devices may also use Bluetooth or Zigbee
for device-to-device communication. Additionally, they must
support standard data transmission protocols and be compat-
ible with the home network environment of the patients [8].
Furthermore, the quality of care these systems provide can be
compromised but limit their potential benefits [10]. There-
fore, it is essential to highlight the uniqueness of the feature
of the communication technology for IoT-based RPM that
must be considered while designing a new system. Table 2
illustrates these criteria.

The requirements for IoT Communication in RPM are
comprehensive, interdependent and focus on addressing spe-
cific healthcare issues.

Scalability: This refers to the system’s ability to manage
an increasing number of devices or a growing volume of data
without sacrificing functionality or performance [3]. Scala-
bility has become a significant concern with the proliferation
of 10T devices in healthcare, especially in RPM [35]. The
scalability of RPM system communication is crucial for the
purpose of expansion [43]. The scalability can be critically
analysed from multiple angles, such as data transmission and
device compatibility [44]. Data Transmission: Scalability di-
rectly impacts the efficiency of data acquisition and transmis-

sion, which are essential components of RPM. Without scal-
able IoT communication, the data transmission process may
become slower and data may be lost or delayed as the num-
ber of monitored patients increases [44]. Device Compati-
bility: Supporting various IoT devices may include wearable
sensors, implanted equipment and portable instruments; each
generating data in a unique format and communicating us-
ing distinct protocols [1]. A scalable IoT communication in-
frastructure must support interoperability between these dis-
parate devices, thus enabling them to communicate and ex-
change data effectively [44].

Reliability: The relationship between IoT communication
and RPM reliability is crucial. Since remote healthcare mon-
itoring heavily depends on accurate and timely communica-
tion between IoT devices and healthcare providers, the effi-
cacy of RPM is inextricably linked to the reliability of IoT
communication [38].

Data Rate: In [oT communication technology, the data
rate is a crucial parameter that influences the effectiveness
and reliability of the RPM system. Higher data rate facilitates
rapid and seamless transmission of data, ensures real-time
monitoring and is highly advantageous in healthcare settings
where any delay can lead to severe consequences. Decreasing
data rate, on the other hand, may lead to lags, delays and data
loss, thus resulting in inefficient monitoring and potentially
jeopardising patients’ health.

Latency: Reduced latency in IoT communication technol-
ogy can revolutionise RPM system. Reduced latency means
quicker data transmission, which in turn means quicker re-
sponses to changes in a patient’s health status. Simultane-
ously, technologies such as message queuing telemetry trans-
port (MQTT) are used to receive and analyse patients’ vital
signs and reduce signal transmission latency. However, the
primary obstacle is network reliability. Although technolo-
gies like MQTT seek to reduce latency, network reliability
remains crucial [45].

Energy Efficiency: This affects the stability and relia-
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Table 2. loT-based RPM communication requirements

Requirements ToT Communication for Remote Patient Monitoring (RPM)

Scalability Highly scalable, as RPM systems need to manage a significant amount of patient data across various locations [37].

Reliability Extremely high reliability is required because these systems deal with critical health data. Any failure in transmission or analysis can have serious consequences [38].
Data Rate The data rate required can be high, especially for devices that monitor patients’ health in real-time [39].

Latency Low latency is necessary, particularly for critical monitoring and real-time applications [40].

Energy Efficiency High energy efficiency is essential, especially for wearable and implanted devices that run on batteries [41].

Security

Since this system handles sensitive health data, it must be highly secured to protect patients’ confidentiality and data integrity [42].

Range The required range can be extensive so that the patients can be monitored from anywhere including their homes [33].

bility of RPM system that relies heavily on IoT devices.
These devices, which are frequently battery-powered and
portable, must efficiently manage energy consumption to op-
erate for extended periods. RPM system utilises IoT tech-
nology, chiefly LPWAN such as LoRaWAN, Sigfox and NB-
IoT due to their low-power consumption and long-range ca-
pabilities [46]. These power-efficient technologies enable re-
liable data transmission between remote sensors and health-
care providers. Energy efficiency should be considered when
selecting the communication technology for RPM system.
Energy performance metrics become essential in this re-
gard. Specifically, the study cited in [39] discovered that Lo-
RaWAN and DASH?7 are more energy-efficient than Sigfox
and NB-IoT. Therefore, selecting the most suitable technol-
ogy can optimise the energy efficiency of the complete sys-
tem, allowing for efficient RPM. However, with the introduc-
tion of newer technologies such as 6G, the energy efficiency
of IoT communications is anticipated to increase consider-
ably [47]. This development directly improves the efficacy
of RPM system by increasing device stability, data transmis-
sion rate and overall reliability.

Security: Providing data privacy and security is one of the
most challenging aspects of implementing loT-based health-
care system [48, 49]. The interdependence of vital medi-
cal devices with other systems in different network layers
presents opportunities for remote adversaries, thus making
security an urgent concern [49].

Range: RPM entails the collection, exchange, evaluation
and transmission of patient’s health information from elec-
tronic devices such as ubiquitous sensors, implanted equip-
ment and portable instruments [50]. The data is collected
remotely and transmitted to healthcare providers in different
locations in order for this technology to be effective [33]. In
this context, range refers to the distance over which IoT de-
vices can effectively transmit the collected health data to the
required receiving end, for example data centre of a health-
care provider [12]. The greater the range, the further away
the patients can be tracked and monitored while transmitting
their health information. Greater range ensures that data can
be collected and transmitted consistently and uninterruptedly.
This is essential in monitoring patients’ health status and con-
ditions [9].

3. Methodology

This paper employed secondary research which is a standard
method of investigation that relies solely on the collection of
previous research data. It began with a comprehensive review
of secondary literature on IoT communication technologies
emphasising on identifying the main features or character-

istics of each communication instrument. The next step in-
volved identifying the main requirements of these technolo-
gies when implementing the RPM system. Publications were
gathered from diverse secondary sources, including academic
journals, conferences and technical reports. Additionally,
several databases, including IEEExplore, Google Scholar and
Scopus were consulted throughout the review.

4. Results and Discussion

RPM involves electronic devices to collect, transmit, evaluate
and communicate patients’ health data. These devices con-
sist of wearable sensors, implantable apparatus or handheld
instruments. Healthcare providers can evaluate the collected
data and patients can be notified on the relevant, data-driven
insights and interventions. Thus, the optimal communication
technology for this purpose depends on the circumstances
and patients’ requirements including range, data rate, relia-
bility and energy efficiency.

Cellular Network 3G, 4G and 5G cellular networks are op-
timal for densely populated urban areas with solid cellular
coverage. These networks support cardiac, glucose and res-
piratory monitoring applications that require real-time data
transmission [51]. They provide high data rate and depend-
ability, thus efficiently transmitting a large amount of medical
data. LoORaWAN is suitable for the transmission of non-real-
time data in large rural areas. It can be effectively utilised for
monitoring the movement and activities of elderly patients
in order to monitor their health. This technology provides
the requisite range and coverage for remote areas. NB-IoT is
well-suited for infrequent, dependable communication, mak-
ing it suitable for rural daily vital sign monitoring applica-
tions. It provides a cost-effective solution for RPM and dis-
ease management such as patients with chronic diseases.

Sigfox is efficient at transmitting small quantities of data,
making it ideal for simple alert system, fall detection and ru-
ral activity monitoring. Its minimal power consumption and
extensive range makes it ideal for remote monitoring appli-
cations. Bluetooth is best adapted for short-range, high-data
rate applications. It can be applied to ubiquitous medical de-
vices such as heart rate monitors, fitness trackers and sleep
monitors. These devices can transmit data for further analysis
and monitoring to a patient’s smartphone or a local gateway
device. RFID technology is suitable for close-range applica-
tions in a hospital environment. It can be used for medication
usage monitoring and patient’s identification. RFID enables
accurate and efficient monitoring of medical assets and pa-
tient’s data within a limited range. Zigbee and Z-Wave can
create mesh network monitoring devices in a home or hos-
pital setting. These technologies balance range, power con-
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Table 3. IoT communication technologies and their examples of applications

Communication Technology Application References
Cellular Network (3G, 4G, 5G) Urban Areas [51-53]
LoRaWAN Rural Areas [54, 55]
NB-IoT Chronic Disease Management [56]
Sigfox Alert Systems [57, 58]
Bluetooth Wearable Devices [59, 60]
RFID Hospital Settings [31, 61]
Zigbee and Z-Wave Home Health Monitoring [62, 63]
Wi-Fi Home Monitoring [64, 65]
NFC Short-Range Communication  [66]

sumption and data rate, thus making them suitable for home
health monitoring applications. Wi-Fi technology is appro-
priate for RPM in a patient’s residence. It enables various
health monitoring devices to transmit real-time data to health-
care providers. Wi-Fi offers dependable and rapid data trans-
mission for continuous monitoring and prompt intervention.
NFC is used in situations that require short-range commu-
nication, such as transmitting data from wearable device to
smartphone, or reading data from implanted device. In clini-
cal setting, NFC technology also facilitates patient’s identifi-
cation.

5. Conclusion

This paper emphases on the importance of IoT communi-
cation technology in advancing the healthcare industry, par-
ticularly RPM. Researchers’ evaluations have demonstrated
that selecting and designing IoT communication technology
for RPM requires a comprehensive understanding of multi-
ple factors, including scalability, reliability, data rate, latency,
energy efficiency, security and range. As discovered, these
factors are crucial towards a successful deployment of RPM
system. Nonetheless, this paper also demonstrates that mere
comprehension of these technological characteristics is insuf-
ficient. Effective implementation of RPM system requires a
set of well-balanced factors; each contributing to the system’s
overall performance and effectiveness. This conclusion calls
attention to the scope of additional research in [oT communi-
cation technology with intent to advance remote patient care
in healthcare to unheard-of heights, thereby contributing to a
healthier global community.
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