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Abstract: The Internet of Things (IoT) has emerged as the largest
computing platform, enabling IoT devices to sense real-world con-
ditions such as temperature, humidity, pressure, and cloud predic-
tion. However, the security of IoT systems is crucial due to their
direct impact on human life. With the expansion of processing and
communication capabilities to numerous devices, [oT has become a
vast network where connectivity is ubiquitous. This paper focuses
on the security issues of cloud-based IoT, specifically access con-
trol, network security, data security, and privacy, which are the four
main components of cloud-based IoT. By analyzing and comparing
existing research papers on security in cloud [oT and IoT in general,
we identify proposed solutions. Most researchers have concentrated
on a single component, while only a few have addressed two com-
ponents. Consequently, our research aims to bridge the gap in Cloud
IoT security by focusing on more than two components. We propose
the utilization of methods such as Machine Learning and blockchain
to enhance security, drawing on the strengths highlighted in previ-
ous works. Our future focus will involve exploring potential attacks
in cloud IoT and developing a comprehensive method that encom-
passes at least three security components of cloud IoT security.

Keywords: ToT-Security, blockchain, cloud security, access control,
and privacy.

1. Introduction

The Internet of Things (IoT) is a rapidly evolving technol-
ogy that has experienced significant growth in recent years.
IoT can be defined as a network of physical objects, such
as vehicles, buildings, and devices, embedded with electron-
ics, software, sensors, actuators, and internet connectivity to
enable data gathering and exchange [1]. According to [2],
IoT consists of physical objects embedded with electronics,
software, and sensors, enabling remote sensing and control
over existing network infrastructure. This integration of the
physical world with communication networks has led to im-
proved efficiency, accuracy, and economic benefits, finding
applications in various environments such as smart houses,
medical healthcare systems, smart cities, manufacturing, and
transportation [3]. The expansion of computation and com-
munication capabilities to numerous devices on a large scale
has led to the adoption of cloud computing for managing the
vast amount of data generated by IoT systems. The cloud
model offers Infrastructure-as-a-Service (IaaS), Platform-as-

a-Service (PaaS), and Software-as-a-Service (SaaS) delivery
models. By processing and storing IoT data in the cloud,
its effectiveness is improved[4]. However, securing IoT de-
vices and ensuring the privacy and security of collected and
transmitted data are crucial. IoT applications provide valu-
able services but raise concerns about privacy and security.
Unlike traditional internet systems, IoT devices gather and
analyze data without the need for human presence, requir-
ing different security measures beyond traditional asymmet-
ric key-based protocols and IP-based solutions. Figure 1 il-
lustrates the Cloud-based IoT architecture:

1 D Cloud
I | Communication
 —

R =)

Internet of Things

614

Storage Computation

Network

Figure 1. Cloud Based IoT Architecture[4]

Cloud computing is a promising technology with signifi-
cant customer benefits, but it also presents security concerns
and weaknesses. The integration of IoT and the cloud intro-
duces opportunities to leverage cloud technologies [S]. How-
ever, it also brings new challenges, particularly in terms of
security and privacy in both the cloud and IoT environments.
These challenges can lead to threats such as multi-tenancy
vulnerabilities, Internet protocol and browser vulnerabilities,
network attacks, unauthorized access, and data disclosure [6].
This paper aims to address the security challenges in cloud-
based IoT by focusing on the four main security components
of access control, network security, data security and privacy.
By identifying the existing gaps in cloud IoT security, re-
searchers can better address these gaps using current meth-
ods.

2. Related works

Chaabouni et al. [7] conducted a survey on Network Intru-
sion Detection Systems (NIDSs) using both traditional and
machine learning techniques, providing a comprehensive re-
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view of NIDSs deployed in various aspects of machine learn-
ing techniques for IoT. Allifah & Zualkernan [8] presented a
systematic survey of security vulnerabilities in smart home
customer devices and introduced a novel methodology for
systematically ranking the security of these devices. The An-
alytic Hierarchy Process (AHP) was employed as a general
risk security ranking model, known for its robustness against
pairing assumptions. Lia S. [9] focused on identifying secu-
rity threats and issues in IoT, aiming to enhance users’ and
manufacturers’ understanding of the impact of security in
IoT devices. The survey respondents consisted of individu-
als with knowledge of data transfer in IoT devices (63%) and
those with less knowledge (36.7%). Mohammad Noor [10]
conducted a survey on IoT security from 2016 to 2018, exam-
ining current trends in [oT security research, tools, IoT mod-
ellers, and simulators. The survey provided an overview of
IoT security research trends and highlighted relevant simula-
tors and tools within the three-year period. Kumar et al. [11]
comprehensively analyzed security mechanisms for the IoT
environment, including possible security threats. The paper
discussed existing security threats, proposed security mecha-
nisms, and vulnerabilities of cloud-based IoT environments.
Thabit et al. [12] conducted a survey on lightweight block
cyphers, stream cyphers, and hybrid cipher algorithms used
for securing the IoT. The evaluation included a comparison of
the performance and robustness of these security algorithms,
along with addressing security challenges, threats, and mit-
igation techniques in IoT. Bonkra & Dhiman [13] presented
challenges related to Cloud-IoT security, with a specific focus
on data privacy. The paper elaborated on securing data on the
cloud-IoT platform to prevent unauthorized access and high-
lighted open security research concerns that require urgent
attention. Doghrmachi & Ameen [14] focused their review
paper on the architectural design of blockchain for the In-
ternet of Things networks. They critically investigated IoT
threats, security requirements, and challenges in IoT layered
architecture, and addressed existing IoT security technolo-
gies for IoT applications, including solutions like blockchain
and context awareness. Zar et al. [15] conducted an analysis
of key issues related to network efficiency, security risk iden-
tification, and management. The paper analyzed the differ-
ences between cloud computing and IoT and examined key
challenges in cloud IoT security. It also addressed security
threats in cloud IoT and provided network policies to help
build efficient networks. Mohiuddin & Almogren [16] pre-
sented a study investigating the challenges in cloud comput-
ing and strategies adapted to facilitate the transition of IoT
applications to the Cloud. The paper also discussed open is-
sues related to security challenges in cloud IoT. Naregal &
Kalmani [17] conducted a study on Attribute-Based Encryp-
tion (ABE) in the cloud-based Internet of Things, specifically
focusing on access control. ABE was utilized in cloud stor-
age to provide efficient access control, considering the re-
source constraints of IoT devices and the need for lightweight
encryption techniques. Kashyap et al. [18] conducted a re-
view of the cloud-based Internet of Things with a focus on
data security, including the architecture with different layers.

The paper highlighted security issues and challenges at each
layer of the cloud-based IoT architecture and proposed a new
architecture design to ensure IoT security, achieving efficient
performance and data privacy.

3. Cloud IoT Security Issues

IoT cloud computing, also known as cloud IoT, refers to
the integration of cloud computing resources and IoT tech-
nologies. This integration aims to leverage the characteris-
tics of cloud computing, such as high data storage capacity
[18]. Although cloud computing and IoT are distinct con-
cepts, their integration allows for mutual benefits. IoT con-
nects the physical world with the internet, enabling smart
communication between the environment and the physical
world. The integration of IoT and cloud revolves around
three main categories: communication, storage, and comput-
ing. IoT devices operate in various settings to achieve diverse
goals. Despite the numerous advantages offered by Cloud
IoT to consumers and providers, its adoption is hindered by
security challenges, causing hesitation among potential users.
The IoT cloud environment faces security challenges that are
different from conventional cloud computing security chal-
lenges and can significantly impact the entire paradigm [19].
Ensuring the security of IoT systems is challenging due to
their complexity, multidisciplinary nature, and extensive at-
tack surface [20]. As IoT devices are connected via wireless
networks and often operate in unattended environments, they
become vulnerable to eavesdropping and physical access by
attackers. Limited computational resources and power in IoT
devices make it difficult to implement complex security struc-
tures [21]. The primary objective of IoT systems is to enable
anyone, anywhere, at any time to access them [22], but this
accessibility also presents opportunities for attackers to ex-
ploit and gain unauthorized access to files [21]. The security
issues in Cloud IoT encompass IoT technology security [23]
cloud security [24], and IoT cloud architecture security.

The increasing misuse of computer systems and threats to
personal privacy have sparked interest in implementing tech-
nical measures for data protection [25]. The security issues
in cloud IoT can be categorized into four components: access
control, network security, data security, and privacy. Access
control is implemented to restrict users’ access to data sets
outside their jurisdiction, ensuring that they can only read
from or write to specific data sets, thus preventing security
breaches [25-27]. Data security involves safeguarding digi-
tal data from unauthorized access by cyber attackers or data
breaches, which entails using encryption algorithms. Data
security in cloud storage focuses on data confidentiality, in-
tegrity, and availability [28-30]. Network security encom-
passes policies and procedures for protecting devices, ensur-
ing confidentiality, integrity, and authentication to prevent,
detect, and monitor unauthorized use of network resources
(via intrusion detection systems or firewalls) [31, 32]. Pri-
vacy schemes control the collection, use, and sharing of per-
sonal information on the internet, aiming to keep this infor-
mation safe from unauthorized use, theft, or loss [33-35].
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3.1 Network Security

IoT security can be defined as a set of cybersecurity strategies
and protection mechanisms designed to safeguard network-
connected IoT devices against cyberattacks. In order to en-
sure IoT security, it is crucial to identify and halt anoma-
lous and malicious traffic within the network. Attacks such
as malware, DoS, and DDoS pose significant threats to the
IoT network. Choudhary and Kesswani [36] proposed the
Key Match Algorithm (KMA) and Cluster-Based Algorithm
(CBA) to detect and prevent routing attacks. The KMA
demonstrated a true positive intrusion detection rate ranging
from 50% to 80%, while the CBA showed a rate of 76% to
96%. Sugi and Ratna [37] explored the use of Long-Short-
Term Memory (LSTM) and K-Nearest Neighbor (KNN) al-
gorithms for intrusion detection. These machine learning and
deep learning algorithms were utilized to develop an attack
detection model. Shafiq et al. [38] introduced the CorrAUC,
which is based on a wrapper technique for accurate feature
selection and effective feature representation for ML algo-
rithms. Topsis and Shannon entropy, based on bijective soft
set, were integrated to validate the selected features for iden-
tifying malicious traffic, achieving a result exceeding 96%.
Alam [39] proposed a new framework called MANET for
establishing secure and effective connectivity between smart
devices. MANET addresses communication challenges in
5G networks among smart devices. Toth and Chowdhury [40]
suggested the incorporation of honeynets into cloud service
provider networks to enhance the accuracy of intrusion de-
tection systems and analyze attack vectors used by attackers,
thereby improving security control. Aghili et al. [41] in-
troduced the Secure and Lightweight Mutual RFID Authen-
tication (SecLAP) protocol to ensure secure communication
and maintain privacy in Medical IoT. The results indicate that
SecLAP consumes fewer resources, computational functions,
and network flows compared to previous techniques.

3.2 Data Security

Data security risks primarily arise when data is transferred,
stored, and processed in clouds that are external to the user’s
network and are owned by third parties. These risks can be
classified into two categories: data loss, which refers to the
destruction of consumer data, and data breach, which refers
to unauthorized individuals gaining access to consumer data.
Several researchers have proposed approaches to address data
security. Midi et al. [42] presented Kalis, a self-adapting,
knowledge-driven intrusion detection system capable of real-
time attack detection in IoT systems. Kalis does not require
any modifications to IoT software, supports a wide range of
protocol monitoring, and has no impact on the performance
of 10T device applications. Rebbah et al. [43] proposed a
signature-based intrusion detection system for the cloud IoT
environment. This IoT security approach effectively miti-
gated intrusion detection by calculating temporary and spa-
tial user profiles based on data requests.

Mollah et al. [44] introduced a lightweight cryptographic
scheme for secure data sharing and searching in IoT smart
devices. The scheme utilizes AES, RSA, and SHA-256 for
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Table 1. Related works on Network Security

Author

Proposed solution

Opinion/critic

[36]

Key match algorithm and
cluster-based algorithm
to detect and prevent
routing attack

Only two attacks were inves-
tigated and there are many
attacks possible, in my opin-
ion, more attacks should
have been selected to prevent
those attacks from happen-
ing. However, it only sim-
ulated the proposed method
and was not used in a practi-
cal Cloud IoT environment.

[37]

IDS based on ML and
DL using LSTM and
KNN algorithm to over-
come security attacks in
IoT network

The algorithms could de-
tect attacks, but however, the
proposed algorithm was only
simulated, it was not used
in a practical environment to
show its full functionality.

[38]

Feature selection algo-
rithm based on machine
learning

In my opinion time complex-
ity should be included in the
research to ease the algo-
rithm in detection.

[39]

Proposed MANET as a
new framework for an ef-
fective and secure smart
device to smart device
connectivity

This will increase the secu-
rity in 5G networks, but it
should have been tested in a
real application to get a bet-
ter result.

[41]

Proposed a  solution
by in-cooperating hon-
eynets into the cloud
network to  prevent
information leakages
and hardening of an
information system
against unauthorized
individuals.

The paper focuses only on
honeypots and honeynet to
improve the security, the au-
thors need to broaden their
scope to show other algo-
rithms that can be used to
improve the security.

[40]

Proposed SecLAP to
provide secure commu-
nication and privacy of
Medical IoT systems
and medical data. The
SecLAP protocol can
prevent many types of
network attacks

Theoretically, the proposed
SecL AP is secure, but the
authors could not apply it
in real-world Medical IoT to
show an accurate real-world
result.

encryption and hash functions, reducing computation and
communication overhead. Chen et al. [45] proposed a Se-
curity Gateway Application (SGA) that employs lightweight
symmetric key cryptographic techniques and key exchange
for secure end-to-end and machine-to-machine communica-
tion. SGA provides a mutual authentication mechanism and
safeguards against several guessing attacks. Wu et al. [46]
presented a scheme featuring multiple authorization centers
and fixed-length ciphertext policy attribute encryption. The
scheme improved the speed of encryption and decryption
while reducing time costs, as demonstrated using the Diffie-
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Hellman hypothesis.

Asare et al. [47] suggested a hybrid cryptographic al-
gorithm to prevent unauthorized access to data transmitted
between nodes in IoT. Twofish and Diffie-Hellman key ex-
changes are employed to ensure data security during node-
to-node communication. Faika et al. [48] proposed a novel
wireless battery management system architecture that incor-
porates blockchain technology. This architecture enhances
secure communication in IoT wireless battery management
systems and ensures data security to prevent cyberattacks.

3.3 Access Control

Access control in the IoT network refers to the permissions
granted to users for resource usage. It can be classified into
two categories: data holder and data collector. Data hold-
ers, which include users and things, provide data to the data
collector, and the data collector must be able to authenti-
cate the data holder from whom the information is collected.
Li [4] proposed a novel framework for assessing the secu-
rity and reputation of cloud services by integrating security-
based and reputation-based trust assessment methods. The
experiment conducted demonstrated that this framework out-
performs state-of-the-art trust assessment methods. Mahalle
[49] introduced the Identity Authentication and Capacity-
based Access Control (IACAC) model to prevent unautho-
rized access. The TACAC effectively safeguards the IoT
against attacks such as man-in-the-middle, replay, and de-
nial of service (DoS). Evaluation using a security protocol
verification tool confirmed its efficacy. Park and Sandhu
[50] proposed the UCONABC control model, which encom-
passes traditional access control, trust management, and dig-
ital rights management. This model simplifies the control
of user access and can be utilized for next-generation access
control systems.

Alshehri et al. [51] presented the DSA-Block model,
which utilizes blockchain technology for dynamic secure ac-
cess control, enabling secure data sharing and access con-
trol. The PBFT consensus algorithm was employed for ac-
cess control, and the proposed DSA-Block model exhibited
improved performance compared to previous approaches.
Gupta et al. [52] introduced the Google Cloud Platform Ac-
cess Control (GCPAC) model to bridge the gap between real-
world cloud IoT systems and access control models. The
GCP-IoTAC model, an extension of GCPAC, was developed
with IoT components in mind. Ren et al. [53] proposed a
scheme using Cipher Policy Attribute-Based Encryption (CP-
ABE) to strengthen encryption before access control. The
CP-ABE scheme significantly reduces computation costs in
IoT environments

3.4 Privacy

Privacy refers to the protection of information from unau-
thorized disclosure at all levels. The vast amount of in-
formation held by the IoT, accessible remotely, underscores
the importance of privacy protection. Information leaks
and unauthorized manipulation are inherent aspects of pri-
vacy, and without a trusted and interoperable IoT ecosys-

Table 2. Related works on Data Security

Author

Proposed solution

Opinion/critic

[42]

Self-adapting,
knowledge-driven
intrusion detection sys-
tem for real-time attack
detection

For the more accurate result
of IDS, machine learn-
ing technique should be
used because it combines
both knowledge modelling
and collective knowledge.
This paper only chose
knowledge-based for the
IDS.

[43]

Intrusion detection using
the signature-based ap-
proach to curb intrusion
in cloud IoT

the paper should have also
addressed prevention so that
after detection it will prevent
it from happening again, and
also the efficiency of de-
tection should have been
shown.

[44]

Data sharing and search-
ing scheme in IoT smart
devices.

Only efficiency was tested
but accuracy is also impor-
tant in data sharing.

[45]

Lightweight symmetric
key cryptographic and
key exchange for secure
M2M

More attacks should be
looked at, the researchers
should look more into other
attackers to prevent those
attacks.

[46]

Proposed a scheme with
a multi-authorization
centre and fixed-length
ciphertext policy at-
tribute encryption. The
scheme improves data
storage  security and
access control flexibility.

The paper improves data se-
curity and access control
with increased efficiency and
increases security to prevent
unauthorized access.

[47]

Proposed a hybrid cryp-
tographic algorithm to
prevent unauthorized
access to data between
nodes in IoT. Using
Twofish and DHE to
ensure data security
when  communicating
between nodes.

The paper ensures data secu-
rity. However, the reasons
for the chosen algorithms
were not clearly stated a
comparison with other algo-
rithms was not done to prove
how effective the Twofish
and DHE are.

(48]

Proposed blockchain
technology to ensure
secure communication in
the IoT wireless battery
management  systems
and data security to
prevent cyber-attacks.

The proposed method will
increase the security against
cyber-attacks; however,
the cybersecurity frame-
work should be presented
comprehensively.

tem, new IoT applications may fail to realize their full po-
tential. Li et al. [54] utilized identity-based signatures to
propose an efficient Message Authentication with Enhanced
Privacy (IMAEP) scheme. This scheme exhibits lower com-
putational overhead and unconditional privacy compared to
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Table 3. Related works on Access Control

Author

Proposed solution

Opinion/critic

[4]

Novel trust assessment
framework for cloud
service security using
trust assessment meth-
ods reputation-based and
security-based

Simulation of the pro-
posed framework vali-
dates the performance
and availability. How-
ever, it was not practi-
cally used in a cold envi-
ronment.

[49]

An Identity Authentica-
tion and Capacity based
Access Control (IACAC)
model was proposed to
prevent unauthorized ac-
cess

The accuracy of the pro-
posed model in access
control policy isn’t ad-
dressed

[50]

Decision factors Autho-
rization, Obligations and
Conditions

Authentication, con-
fidentiality is part of
access control, and they
were not addressed in
this paper

[51]

Proposed a blockchain
(DSA-Block) model to
propose dynamic secure
access control

In cooperating
blockchain into the
IoT will enhance the se-
curity thereby, making it
more difficult to bypass
without authorization.

[52]

Proposed Google Cloud
Platform (GCPAC)
model to bridge the
gap between real-world
cloud IoT and access
control models

The proposed scheme
will prevent lots of at-
tacks like insider attacks,
guess password attacks
etc. and this will make
the system secure from
unauthorized access.

[53]

Proposed a  scheme
that uses cypher pol-
icy attributes-based
encryption to increase
flexibility and robustness
of access control. The
general framework to
solve the security re-
quirement is described
in the scheme.

The result of comparison
with other schemes was
not presented to show
how this scheme is better
than the previously pro-
posed schemes.

similar-level schemes. Arabo [55] proposed a context-based
dynamic cloud security framework to address issues related
to smart/mobile devices and cloud services. The frame-
work includes a dynamic secure cloud resilience framework
that prevents security threats to data on smart devices. Je-
bri et al. [56] developed a secure generic model to en-
sure data secrecy, anonymity, and trust in IoT and Wire-
less Sensor Networks between nodes. The design incorpo-
rates Identity-Based Encryption, Pseudonym-Based Encryp-
tion, and a lightweight key agreement protocol, enhancing
security and privacy compared to previously proposed solu-
tions. Al-Turjman et al. [57] proposed a seamless secure
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authentication and key agreement (S-SAKA) for secure user
authentication in cloud-based environments. The S-SAKA
approach is resistant to various attacks and reduces compu-
tational and communication costs compared to previous so-
lutions. Lee et al. [58] identified identity and password
guessing, replay, and session key disclosure attacks as vul-
nerabilities in Sharma and Kalra’s multi-factor authentication
scheme. The newly proposed secure multifactor authentica-
tion protocol resolves all the identified attacks in Sharma and
Kalra’s scheme. Tawalbeh et al. [59] introduced new IoT lay-
ered models that incorporate identification, privacy, and secu-
rity components. These models facilitate secure data transfer
between the layers, supported by a certificate of security.

4. Discussion

The survey component can be conducted based on access
control, data security, network security, and privacy. The
summary of each component is described in Tables 1, 2, 3
and 4, respectively. These tables provide an explanation of
the previous works proposed by researchers and the methods
they used to achieve results in their papers. Table 5 compares
the proposed solutions for cloud-IoT security based on the
four major security components. The purpose of this com-
parison is to assess the strength of the proposed solutions
against the security issues in Cloud-IoT. The choice of algo-
rithms used determines the ability to securely prevent unau-
thorized access to smart devices in the IoT. Machine learn-
ing, deep learning, and blockchain techniques have proven
to deliver better accuracy and efficiency in securing cloud-
based IoT. However, the previously proposed solutions have
not adequately addressed all four security components. Most
solutions only address one security issue, leaving vulnerabil-
ities in other areas. Based on the survey, it was observed that
size, weight, user interface, comfortability, and battery/power
consumption are factors influencing IoT deployment.

IoT researchers and developers must select a secure cloud-
IoT platform. A good cloud-based IoT platform should in-
clude security measures such as authentication, reliability,
confidentiality, and integrity. The four security components
should be the main considerations when choosing a cloud-
IoT platform. If a platform can guarantee the security of these
components, it can be deemed suitable for the client. Accord-
ing to Table 5, [37] and [38] demonstrate higher accuracy
in detecting attacks related to network security and privacy,
while [50] and [51] perform better in terms of access control
and data security. To enhance cloud-IoT security, it is nec-
essary for the proposed solutions to address security issues
across all four components. Combining the approaches of
[371, [38], [50], and [51] could lead to a new security scheme
that effectively protects the Cloud-IoT environment across all
four components.

5. Conclusion

The widespread deployment of IoT devices and their integra-
tion with the cloud highlight the critical importance of se-
curing these devices to protect both the physical and cyber
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Table 4. Related works on Privacy

Table 5. Comparison of solution in Cloud-based IoT security

worlds. In this survey, our research has focused on presenting
the security issues related to cloud-based IoT. The identified
security issues encompass network security, data security, ac-
cess control, and privacy, which emerge as the main concerns
in cloud IoT based on the reviewed literature. Furthermore,
the paper discusses the solutions proposed by previous re-

scheme, biometric

Author | Proposed solution Opinion/critic AuthorMethods Access |Privacy |Data | Network

[4] Novel trust assessment | Simulation of the pro- control sec. sec.
framework for cloud |posed framework wvali- [36] |Key Match, |o o 0 High
service security using |dates the performance Cluster-Based
trust assessment meth-|and availability. How- Algorithms
ods reputation-based and | ever, it was not practi- [37] |LSTM, K-NN o High |[Med. |High
security-based cally used in a cold envi- techniques (ML,

ronment. DL)

[55] Context-based dynamic | However, it was theoreti- [38] |MLAlgorithm Med. |[Low |Low |High
framework for cloud se- | cal the proposed solution [39] [Markov  Model, |o Mediumo High
curity The paper ad-|was not tested in a real Viterbi algorithm
dressed the privacy issue | environment to prove its [40] |Honeynets ) o o High
connected to mobile de- | full functionality. [41] |BAN logic, FPGA |o Mediunio High
vices. [42] [Hybrid o 0 High |[o

[56] Secure generic model | However, the proposed signature/anomaly-
based on lightweight | solution was not tested based
key agreement protocol, |on real environment or [43] |Signature-based |o o o High
the Identity-Based En- |simulated to show how approach
cryption and Pseudonym | its full functionality. [44] |AES, RSA, SHA-|o o High |Med.
Based Encryption 256

[57] Seamless secure au- | User authentication [45] |Cryptographic Med. |o High |o
thentication and key |should have been con- symmetric key
agreement approach | sidered because privacy algorithm
based on bilinear pair- |starts from the user, [46] |CP-ABE High |o High |o
ing and elliptic-curve | making sure that the user [47] |Diffie-Hellman o o High |Medium
cryptosystem is really who he says he key exchange,

18. TwoFish algo-

[58] Proposed a multifactor | The proposed authenti- rithm
authentication protocol | cation protocol reduces [48] |Blockchain, High [Med. [High |Low
to solve the security | unauthorized access, Hyperledger-
problems like identity | however, only Sharma Fabric
and password guessing, |and Kaira’s schemes [49] |TACAC model High |Med. |o p
replay and session key | were taken into consid- [50] |UCONABC High |o ° p
disclosure attacks. These | eration by the authors. model
attacks are among the [51] |Blockchain (DSA-|High |Low |Med. |Medium
attacks bothering cloud Block) model
loT and preventing them [52] |GCPIoTAC _ |High o Jo o
will increase the security model
of authentication. [53] |cipher policy |[High |Low |o 0

[59] Proposed new IoT lay- | However, a crypto- attributes-based
ered models with lay- | graphic security method .

. . . . . encryption
ers of 1dent1ﬁca?10n, pri- | capable Qf operating on [54] [ldentity based sig-|o High |o 5
vacy and secur.lty com- | [oT .deV1ces and st.an- nature
ponel.n. A certificate of | dardized data collection [36] |Key agreement|o High |Mediumo
security for secure data|should have been looked
. protocol, (IBE),
transfer between layers |into. PBC
of the proposed IoT layer [57] |Bilinear Pairing|o High [Low |o
models. .
and elliptic-curve
cryptosystems
[58] |Sharma and Kalra|o High |o o

searchers, providing insights and constructive criticism on
how to enhance the security of cloud-based IoT. In our future
research, we aim to develop methods for detecting attacks in



Usman Abdul Gimba et al.

cloud IoT and compare them with the solutions proposed by
previous researchers to identify the most effective method-
ology. Additionally, we plan to propose a comprehensive
model that addresses attacks while enhancing privacy, data
security, network security, and access control. This model
will serve as a framework to mitigate the identified security
challenges in cloud-based IoT, ensuring a robust and secure
environment for IoT deployments.
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